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ABSTRAK

Klasifikasi Serangan Man In The Middle (MITM) Menggunakan
Support Vector Machine Pada Jaringan Supervisory Control And
Data Acquisition (SCADA)

Muhammad Auliafarhan (2021 : 48 halaman)

Terdapat banyak serangan cyber yang bisa terjadi di system SCADA, salah
satunya serangan Man In The Middle (MITM) yang mempunyai risiko sangat
tinggi bagi jaringan SCADA. Serangan MITM adalah sebuah proses serangan
dimana hacker menyelinap di tengah sebuah koneksi untuk mendapatkan
informasi tanpa diketahui, memodifikasi, dan memotong koneksi. Pendekatan
yang dapat digunakan untuk mencegah serangan tersebut yaitu menggunakan
Intrusion Detection System (IDS) dengan berbasis machine learning. Metode IDS
menggunakan algoritma supervised learning dimana akan menggunakan Support
Vector Machine untuk mendeteksi anomali pada jaringan. Dari hasil akhir
pengujian didapatkan bahwa support vector machine dapat mendeteksi serangan

MITM dengan pembagian data latih dan data uji 80:20 dan akurasi sebesar 100%.

Kata Kunci : Jaringan, Man In The Middle, Support Vector Machine,
Supervisory Control And Data Acquisition, Intrusion Detection

System
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ABSTRACT

Klasifikasi Serangan Man In The Middle (MITM) Menggunakan
Support Vector Machine Pada Jaringan Supervisory Control And
Data Acquisition (SCADA)

Muhammad Auliafarhan (2021 : 48 Pages)

There are many cyber attacks that can occur in the SCADA system, one of it is the
Man In The Middle (MITM) attack which has very high risk for the SCADA
network. MITM attack is an attack process where hackers can sneak in the middle
of a connection to obtain information without being noticed, modify, and cut the
connection. The approach that can be used to prevent these attacks is to use an
Intrusion Detection System (IDS) based on machine learning. The IDS method
uses a supervised learning algorithm which will use the Support Vector Machine
to detect anomalies in the network. From the final results of the test, it was found
that the support vector machine can detect MITM attacks with the distribution of
training data and test data of 80:20 and an accuracy of 100%.

Keywords : Network, Man In The Middle, Support Vector Machine, Supervisory

Control And Data Acquisition, Intrusion Detection System
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