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CHAPTER I 

INTRODUCTION 

1.1 Introduction  

This section is the introduction of a report for the development of a website. 

It will provide a general overview of the entire application and discuss its Project 

Background, Problem Identification, Objectives of the Project, Significance of the 

Project, Scope of the Project, along with the Assumptions and Limitations. The 

available information regarding the website will be stated in the background section 

of the report.   

 

1.2 Project Background 

In today's digital era, the development of mobile app applications has 

become increasingly prevalent, providing users with various functions and services, 

ensuring the quality, security, and user trust of these applications has become an 

important concern. This project focuses on developing an Android app validation 

system using machine learning methods to address these challenges. By utilizing 

machine learning techniques, the system aims to improve the validation process, 

improve app quality, and foster user trust. 

The system is a solid validation of a comprehensive framework that covers 

various permissions stages in app development. By incorporating a combination of 

automated tools, manual review, and user feedback. This validation system assesses 

the functionality, security, and overall quality of the mobile app. Through the 

permissions approach, potential privacy issues and malicious behaviour can be 

identified and mitigated. 

Reviewers who are aware of the permissions required by the app play an 

important role in the validation process, performing manual checks to evaluate the 

app's features and permissions. This confirms compliance with platform guidelines 

and contributes to improving the overall user experience. By combining manual 
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reviews along with automated tools, the system ensures that apps meet high 

standards of quality and functionality. 

The validation system includes measures to evaluate and detect potential 

vulnerabilities or threats that the app may pose. By conducting a thorough security 

assessment, the system helps identify and resolve security risks, making sure that 

user data stays protected and application usage stays safe. The validation process is 

designed to be transparent and accountable. Developers receive detailed reports 

outlining the issues identified in the permissions required by their apps and the 

validation status of their applications aims to develop an Android application 

validation system that utilises machine learning methods to improve the validation 

process, ensuring quality, security and user confidence.  

 

1.3 Problem Identification 

The problem identification that can be highlighted throughout this research are: 

1. User demand for a web application capable of validating installed 

applications. The proposed web application uses machine learning 

techniques to assess the permissions, security, and overall quality of 

installed applications. 

2. Users are unaware in determining the security of installed apps. With the 

proliferation of mobile apps, users face challenges in assessing the security 

of the apps they install. 

3. Users unawareness of the malicious malware present in the installed apps. 

As the use of mobile apps increases, users face the risk of unknowingly 

installing malicious software. 

To address this issue, this project aims to develop an Android app validation 

system using machine learning. The system will provide users with a 

comprehensive framework to assess the functionality, security, and overall quality 

of installed mobile apps. By combining automated tools, manual reviews, and user 

feedback, the system will identify privacy issues, malicious behavior, and potential 



 3 
              Politeknik Negeri Sriwijaya 

 

 
          Chapter 1 Introduction 

 
 

malware threats. This will allow users to make informed decisions about the safety 

and reliability of the apps they have installed on their devices. 

 

 

1.4 Objectives 

The objectives of this project are: 

1. To create a validation web for mobile apps using machine learning that 

analyses application permissions systems. 

2. To validate the installed application is safe to use. 

3. To verify the presence of malware within installed applications, a machine 

learning system is employed, which utilizes the application permissions 

system for processing. 

 

1.5 Significance 

This part of the project contains few beneficiaries that are: 

1. A web validation system with a permission-based framework empowers 

mobile apps to request specific permissions before accessing sensitive data 

or performing actions. This enhances user data protection, ensuring it's safe 

from unauthorized use and privacy breaches. Users gain control over their 

data, allowing them to grant, modify, or revoke permissions as needed. This 

empowers users to make informed choices about app access, strengthening 

their privacy control. 

2. The validation of application systems holds significant importance in 

guaranteeing their proper functioning and minimizing adverse 

consequences for smartphone users. User acceptance testing plays a crucial 

role in this process, ensuring that the application is intuitive, user-friendly, 

and aligned with the requirements of its target audience. The validation of 

applications constitutes a critical stage within the development lifecycle, 

serving to ascertain the reliability and dependability of the app. By 
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subjecting the application to rigorous validation procedures, potential issues 

and shortcomings can be identified and rectified, bolstering the overall 

quality and performance of the app. Consequently, the validation process 

contributes to the creation of a robust and trustworthy application that 

instills confidence in its users. 

3. The validation of the application system assumes paramount significance in 

guaranteeing its efficacy in detecting malware, primarily accomplished 

through the utilization of machine learning algorithms that analyze the 

permissions required by the application. Malware, characterized as 

malicious software, is purposefully crafted to inflict harm or disrupt the 

normal operation of an application. 

 

1.6 Scope 

A scope of work is a list of tasks that must be completed in order for the project to 

be completed within its specified boundaries. The work scope is important for 

ensuring that the project is on track to meet its objectives. The goals of this project 

are to build a Web-Based work management application. 

1.6.1 System 

 The proposed system utilises machine learning capabilities, specifically 

using the K-Nearest Neighbors (KNN) algorithm, to process the permissions system 

of installed applications. By integrating machine learning into the system, the 

system is able to differentiate the security level of installed applications. 

 The KNN algorithm is used to analyse the permissions information 

associated with the installed apps. This enables the system to make informed 

decisions regarding the safety and security of each app. By considering licensing 

parameters and patterns, the system can classify apps as safe or potentially unsafe 

1.6.2 User 

 The user scope includes individuals who want to ensure the security of their 

installed applications through the utilisation of a system that uses machine learning 

and KNN algorithms to process permissions. By utilizing this system, users can 
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increase their awareness and make informed choices about the safety of their 

installed applications. 

 

1.7 Assumptions and Limitations 

1.7.1 Assumptions  

 The assumption on which the system is built is that through the utilisation 

of machine learning techniques, users are provided with valuable knowledge about 

the security of their installed applications. By analysing the results generated by the 

K-Nearest Neighbors (KNN) machine learning algorithm, users can make informed 

assessments concerning the security of their installed applications and their 

potential vulnerability to malware. 

1.7.2 Limitations  

 While the proposed system plays a crucial role in identifying potential 

security risks associated with applications by analyzing the permissions they 

request, it does not provide a direct malware removal service. The primary focus of 

the system is to leverage machine learning techniques to evaluate the permissions 

of installed applications and assess their potential implications for security. 

 

 

 

 

 

 

 

 

 

 

 

 

 


