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ABSTRAK

OPTIMASI PERFORMA ALGORITMA RANDOM FOREST
MENGGUNAKAN METODE BAGGING DAN CFS (CORRELATION-
BASED FEATURE SELECTION) UNTUK MENINGKATKAN AKURASI
DETEKSI SERANGAN DDOS (DENIAL DISTRIBUTED OF SERVICE)

(2023) : xv + 56 halaman + 32 gambar + 6 tabel + 11 lampiran)

CAHYO BAYU SUBIANTO

061940352356

JURUSAN TEKNIK ELEKTRO

PROGRAM STUDI SARJANA TERAPAN TEKNIK TELEKOMUNIKASI
POLITEKNIK NEGERI SRIWIJAYA

Dalam lanskap digital yang terus berubah, serangan Distributed Denial of Service
(DDoS) merupakan ancaman yang serius terhadap keamanan jaringan dan layanan
online. Oleh karena itu, dibutuhkan deteksi serangan DDoS yang akurat. Penelitian
ini fokus pada meningkatkan Kinerja algoritma Random Forest dengan
menggunakan metode Correlation-Based Feature Selection untuk menghitung nilai
korelasi antara fitur-fitur, dan mengeliminasi fitur-fitur yang dapat menyebabkan
masalah multicollinearity dalam analisis atau model prediksi. Penelitian ini
menggunakan dataset publik CIC-DD0S2019 dan evaluasi dilakukan menggunakan
metrik seperti akurasi, presisi, recall, dan F1-score. Hasil penelitian menunjukkan
bahwa penggunaan metode Correlation-Based Feature Selection meningkatkan
akurasi deteksi serangan DDoS hingga 99.88%. Temuan ini menyoroti potensi
penggunaan algoritma Random Forest dengan metode CFS untuk meningkatkan
deteksi serangan DDoS dalam lingkungan jaringan yang rumit. Penelitian ini telah

menunjukkan peningkatan signifikan dibandingkan dengan penelitian sebelumnya.

Kata Kunci: Optimasi, Machine Learning, Random Forest, Bagging, CFS,
Serangan DDoS
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ABSTRACT

OPTIMIZING THE PERFORMANCE OF THE RANDOM FOREST
ALGORITHM USING BAGGING METHOD AND CFS (CORRELATION-
BASED FEATURE SELECTION) TO ENHANCE THE ACCURACY OF
DDOS (DENIAL OF DISTRIBUTED SERVICE) ATTACK DETECTION

(2023) : xvi + 56 page + 32 figure + 6 table + 11 attachments)

CAHYO BAYU SUBIANTO

061940352356

DEPARTMENT OF ELECTRICAL ENGINEERING

BACHELOR OF APPLIED SCIENCE IN TELECOMMUNICATIONS
ENGINEERING STUDY PROGRAM

STATE POLYTECHNIC OF SRIWIJAYA

In the ever-changing digital landscape, Distributed Denial of Service (DDoS)
attacks seriously threaten network security and online services. Therefore, accurate
DDoS attack detection is crucial. This research focuses on enhancing the
performance of the Random Forest algorithm using the Correlation-Based Feature
Selection method to compute the correlation values among features and eliminate
features that may lead to multicollinearity issues in analysis or predictive models.
The study utilizes the public CIC-DD0S2019 dataset, and evaluations are
conducted using accuracy, precision, recall, and F1-score metrics. The research
results reveal that applying the Correlation-Based Feature Selection method
improves DDoS attack detection accuracy by up to 99.88%. This finding highlights
the potential of using the Random Forest algorithm with the CFS method to enhance
DDoS attack detection in complex network environments. The study has

demonstrated a significant improvement compared to previous research endeavors.

Keyword: Optimation, Machine Learning, Random Forest, Bagging, CFS, DDoS
Attack
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