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ABSTRAK 

 

PENINGKATAN PERFORMA BACK PROPAGATION NEURAL NETWORK 

DENGAN OPTIMASI HYPERPARAMETER UNTUK DETEKSI MALWARE 

(2023) : xvii + 92 halaman + 32 gambar + 8 tabel + 72 lampiran) 

 

ANNISA ARRUMAISHA SIREGAR 

061940351944 

JURUSAN TEKNIK ELEKTRO 

PROGRAM STUDI SARJANA TERAPAN TEKNIK TELEKOMUNIKASI 

POLITEKNIK NEGERI SRIWIJAYA 

 

Perkembangan pesat internet meningkatkan risiko serangan siber, termasuk 

serangan malware yang mengancam keamanan jaringan. Penelitian ini 

menginvestigasi penerapan Back Propagation Neural Network (BPNN) untuk 

deteksi malware, melibatkan eksperimen tanpa dan dengan optimasi 

hyperparameter. Eksperimen tanpa optimasi mengeksplorasi berbagai kombinasi 

hyperparameter, termasuk jumlah neuron di lapisan tersembunyi, learning rate, 

dan jumlah epoch. Hasil eksperimen menunjukkan bahwa performa model tetap 

berada pada kisaran 96% hingga 97%. Kombinasi dengan 20 neuron pada lapisan 

tersembunyi, learning rate sebesar 0.05, dan 200 epoch mencapai akurasi, presisi, 

dan recall sebesar 97%, serta F1-score sebesar 96%, dengan waktu komputasi yang 

efisien sekitar 5670.53 detik. Eksperimen yang dioptimasi menggunakan Grid 

Search untuk hyperparameter tuning meningkatkan akurasi hingga 1% 

dibandingkan dengan pendekatan tanpa optimasi. Dengan learning rate 0.05, 

dropout rate 0.1, 20 neuron pada lapisan tersembunyi, 2 lapisan tersembunyi, dan 

200 epoch, model mencapai akurasi, presisi, recall, dan F1-score sebesar 98%. 

Namun, peningkatan ini disertai waktu komputasi yang lebih tinggi. Pengujian pada 

real test data menunjukkan keefektifan model neural network berperforma terbaik 

dalam mengidentifikasi dan membedakan antara file malware dan benign. Dengan 

akurasi 96.67%, sistem secara akurat mendeteksi sebagian besar file malware dan 

benign. Dari 135 file malware, 130 diidentifikasi secara benar, begitu pula dengan 

semua 15 file benign. Penelitian ini membuktikan bahwa model neural network 

yang diimplementasikan pada website memiliki kinerja yang baik dalam 

mendeteksi malware. 

 

Kata Kunci: Deteksi malware, Back Propagation Neural Network, optimasi 

hyperparameter, Grid Search, akurasi, presisi, recall, F1-score 
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ABSTRACT 

 

IMPROVING BACK PROPAGATION NEURAL NETWORK 

PERFORMANCE WITH HYPERPARAMETER OPTIMIZATION FOR 

MALWARE DETECTION 

(2023) : xvii + 92 pages + 32 pictures + 8 tables + 72 attachments) 

 

ANNISA ARRUMAISHA SIREGAR 

061940351944 

DEPARTMENT OF ELECTRICAL ENGINEERING 

BACHELOR OF APPLIED SCIENCE IN TELECOMMUNICATIONS 

ENGINEERING STUDY PROGRAM 

STATE POLYTECHNIC OF SRIWIJAYA 

 

The rapid growth of the internet has heightened the risk of cyberattacks, including 

malware attacks that posed a threat to network security. This research investigated 

the implementation of a Back Propagation Neural Network (BPNN) for malware 

detection, involving experiments without and with hyperparameter optimization. 

The unoptimized experiment explored various hyperparameter combinations, 

including the number of neurons in hidden layers, learning rate, and epoch count. 

The experiment's results indicated that the model's performance remained within 

the 96% to 97% range. The combination of 20 neurons in the hidden layer, a 

learning rate of 0.05, and 200 epochs achieved an accuracy, precision, and recall 

of 97%, along with an F1-score of 96%, with an efficient computational time of 

approximately 5670.53 seconds. Optimizing the experiment using Grid Search for 

hyperparameter tuning improved accuracy by up to 1% compared to the 

unoptimized approach. With a learning rate of 0.05, a dropout rate of 0.1, 20 

neurons in the hidden layer, 2 hidden layers, and 200 epochs, the model achieved 

an accuracy, precision, recall, and F1-score of 98%. However, this enhancement 

required more computation time. Testing on real test data demonstrated the 

effectiveness of the best-performing neural network model in identifying and 

distinguishing between malware and benign files. With an accuracy of 96.67%, the 

system accurately detected malware and benign files. Of the 135 malware files, 130 

were correctly identified, along with all 15 benign files. This research proved that 

the implemented neural network model on the website performed well in malware 

detection. 

 

Keywords: Malware detection, Back Propagation Neural Network, 

hyperparameter optimization, Grid Search, accuracy, precision, recall, F1-score
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