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ABSTRAK

KOMPARASI KINERJA ALGORITMA CONVOLUTIONAL NEURAL
NETWORK DAN LONG SHORT-TERM MEMORY DALAM MENDETEKSI
SERANGAN PHISHING WEBSITE

(2024: xv + 66 halaman + 23 gambar + 16 tabel + 11 lampiran)
. __________________________________________________________________________________________________|]

AHMAD RAIHAN 062040352204

JURUSAN TEKNIK ELEKTRO

PROGRAM STUDI SARJANA TERAPAN TEKNIK TELEKOMUNIKASI
POLITEKNIK NEGERI SRIWIJAYA

Serangan phishing merupakan salah satu jenis serangan siber yang mengancam
pengguna internet, terutama pada website. Serangan ini dilakukan oleh pelaku
untuk mendapatkan data pribadi korban dengan cara meniru situs web asli. Untuk
mengatasi ancaman ini, diusulkan sebuah solusi dengan menggunakan deep
learning. Penelitian ini berfokus pada perbandingan algoritma convolutional neural
network dan long short-term memory dalam mendeteksi serangan phishing
berdasarkan tautan Website. Metode penelitian melibatkan pengumpulan data yang
terdiri dari tautan situs web phishing dan situs web asli, preprocessing melalui
tokenisasi, padding dan pelabelan, pemisahan menjadi data latith dan data uji,
pelatihan, pencarian kombinasi hyperparameter yang tepat untuk setiap algoritma
menggunakan metode grid search, pengujian, dan evaluasi untuk membandingkan
kinerja kedua algoritma menggunakan metrik accuracy, precision, recall, dan f1-
score. Temuan dari penelitian ini memperlihatkan bahwa algoritma convolutional
neural network mengungguli long short-term memory dengan accuracy 94,22%,
precision 92,63%, recall 96,13 % dan fI-score 94,41%. Penelitian ini
menyimpulkan bahwa algoritma convolutional neural network lebih efektif dalam
mendeteksi serangan phishing website.

Kata Kunci: Convolutional Neural Network, Deep Learning, Keamanan Website,

Long Short-Term Memory, Serangan Phishing
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ABSTRACT

PERFORMANCE COMPARISON OF CONVOLUTIONAL NEURAL
NETWORK AND LONG SHORT-TERM MEMORY ALGORITHMS IN
DETECTING WEBSITE PHISHING ATTACKS

(2024: xv + 66 pages + 23 pictures + 16 tables + 11 appendixes)
]

AHMAD RAIHAN 062040352204

ELECTRICAL ENGINEERING DEPARTMENT

BACHELOR IN APPLIED TELECOMMUNICATION ENGINEERING
PROGRAM

STATE POLYTECHNIC OF SRIW1JAYA

Phishing attacks represent significant cyber threats to internet users, particularly
on websites. These attacks are conducted by perpetrators seeking to acquire victims'
data by impersonating legitimate websites. To address this threat, a deep learning
solution is proposed. This paper aims to assess the performance of convolutional
neural networks and long short-term memory algorithms in detecting phishing
attacks based on website links. The research methodology included data collection
comprising phishing and legitimate website links, preprocessing through
tokenization, padding, and labeling, and splitting into training and testing sets. The
models were then trained, and grid search was employed to identify the optimal
hyperparameters for each algorithm. The algorithm's performance was calculated
by accuracy, precision, recall, and FI-score metrics. The outcomes indicated that
convolutional neural networks outperforms long short-term memory, achieving
94.32% accuracy, 92.63% precision, 96,13% recall and 94.41% Fl-score. This
paper concludes that the convolutional neural networks algorithm is more effective
in detecting phishing attacks on websites.

Keywords: Convolutional Neural Network, Deep Learning, Long Short-Term
Memory, Phishing Attacks, Website Security
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