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ABSTRAK

IMPLEMENTASI PORT KNOCKING, PORT BLOCKING DAN
INTRUSSION DETECTION SYSTEM (IDS) PADA KEAMANAN
JARINGAN KOMPUTER

(2023: 45 Halaman, 2 Tabel, 23 Gambar, Lampiran

INTAN PUTRI AYU AGITA

061940350254

JURUSAN TEKNIK ELEKTRO

PROGRAM STUDI SARJANA TERAPAN TEKNIK TELEKOMUNIKASI
POLITEKNIK NEGERI SRIWIJAYA

Perkembangan Internet pada zaman modern seperti sekarang sangatlah canggih,
akan tetapi semakin canggih perkembangan zaman maka akan banyak pula yang
harus diwaspadai karena banyaknya serangan yang bisa dilakukan oleh para
hacker terutama di bagian keamanan jaringan. Keamanan jaringan sangat penting
untuk lebih diperhatikan, terlebih saat komputer server terhubung dengan internet
maka serangan pun akan semakin terus meningkat. Untuk itu harus dipersiapkan
keamanan yang sulit ditembus untuk mengamankan dan meminimalisir ancaman
pada jaringan dan server. Pada penelitian ini menggunakan metode port knocking,
port blocking dan intrussion detection system. Ketiga metode ini merupakan
keamanan jaringan yang bisa digunakan untuk mencegah, sekaligus
mengamankan jaringan. Pada saat percobaan melakukan rule port knocking
statusnya terhubung dan berhasil sedangkan pada saat percobaan attacker tidak
melakukan port knocking maka status gagal. Berdasarkan penelitian yang telah
dilakukan dapat diketahui bahwa ketiga metode tersebut memiliki kelebihan dan
kelemahannya masing-masing. Port knocking dan port blocking bersifat proaktif

dalam mengamankan jaringan, sementara ids bersifat reaktif.

Kata Kunci : Port Knocking, Port Blocking, Intrussion Detection System (IDS)
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ABSTRAK

IMPLEMENTATION OF PORT KNOCKING, PORT
BLOCKING AND INTRUSSION DETECTION SYSTEM (IDS)
IN COMPUTER NETWORK SECURITY

(2023: 45 Pages, 2 Tables, 23 Figures, Appendix
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ELECTRICAL ENGINEERING DEPARTMENT

PROGRAM OF STUDY IN APPLIED GRADUATION OF THE
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The development of the Internet in modern times like now is very sophisticated,
but the more sophisticated the development of the times, there will also be a lot to
watch out for because of the many attacks that can be carried out by hackers,
especially in the network security section. Network security is very important to
pay more attention to, especially when the server computer is connected to the
internet, the attacks will continue to increase. For this reason, security must be
prepared that is difficult to penetrate to secure and minimize threats to the network
and server. This research uses port knocking, port blocking and intrusion detection
system methods. These three methods are network security that can be used to
prevent, as well as secure the network. When trying to do the port knocking rule,
the status is connected and successful, while when the attacker does not do port
knocking, the status fails. Based on the research that has been done, it can be seen
that the three methods have their respective advantages and disadvantages. Port
knocking and port blocking are proactive in securing the network, while ids is

reactive.

Keyword: Port Knocking, Port Blocking, Intrussion Detection System (IDS)
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